Town of Glastonbury VPN Usage Instructions

Using NetExtender to login to Glastonbury VPN

1. Download the NetExtender client if needed (if already installed go to step 9) at
https://software.sonicwall.com/NetExtender/NXSetupU-x64-10.2.331.exe

2. Once the file is downloaded double click on it to run the setup.

NXSetupU.i

3. Ifit asks if you want to allow this program to make changes click yes. Then click next.

(5 SonicWall NetExtender Setup - X

Welcome to the SonicWall
NetExtender Setup Wizard

This wizard will guide you through the installation of
SonicWall NetExtender.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Y e

4. Click | accept then click Next.
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(5 SonicWall NetExtender Setup - X
License Agreement —
Please review the license terms before installing SonicWall NetExtender. 9

Press Page Down to see the rest of the agreement.

Software License Agreement S

[PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ("AGREEMENT ") CAREFULLY
[BEFORE DOWNLOADING THE SOFTWARE. BY CLICKING ON THE "NEXT" BUTTON
BELOW, YOU INDICATE YOUR ACCEPTANCE OF THE TERMS OF THIS LEGAL AND
BINDING AGREEMENT AND ARE CONSENTING TO BE BOUND BY AND ARE BECOMING A
PARTY TO THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS
[AGREEMENT, CLICK THE "CANCEL" BUTTON AND THE INSTALLATION PROCESS WILL
INOT CONTINIIF.

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install SonicWall NetExtender. Click Next to continue.

(®1 accept the terms of the License Agreement @

(O1do not accept the terms of the License Agreement

Nullsoft Insta

v

5. Click Next.
(& SonicWall NetExtender Setup - X
Choose Install Location pe—y
Choose the folder in which to install SonicWall NetExtender. @

Setup will install SonicWall NetExtender in the following folder. To install in a different folder,
dlick Browse and select another folder. Click Next to continue.

Destination Folder

%86) \SonicWall\SSL-VPN WetExtender Browse...

Space required: 10.8MB
Space available: 816.0GB

6. Click Install.
(3 SonicWall NetExtender Setup - X
Shortcuts r—
Select the shortcuts you want to create. @

[M Create a shortaut on StartMenu.
[ Create a shortcut on QuickLaunch bar.

[ create a shortcut on Desktop.

Mullsoft Install S

<Back || Instal | | Cancel

7. Click Finish then go to step 10.
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(5 SonicWall NetExtender Setup —

Completing the SonicWall
NetExtender Setup Wizard

SonicWall NetExtender has been installed on your computer.

Click Finish to dose this wizard.

Run SonicWall NetExtender

8. Double click on the NetExtender icon in the system tray or click on extender icon from the
desktop if there.

NGECE R W

9. Login to NetExtender using your Glastonbury credentials (Only type in your current password in
the password field). Make sure you have setup Duo Mobile on your phone for authentication.
M NetExtender - X

SONICWALL | NetExtender

Server:

\ven.Domain } -

Username: username
Password: I
Domain: | Domain .

« Connect

Save user name only if server allows

~ O © 2017 SonicWall Inc

10. You will be prompted on your phone by Duo to authenticate your identity. Click on the
notification. *Be sure to allow notifications from DUO Mobile in your phones settings.
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Verify your identity

BUWe Are youlogging in to SonicWALL SRA
SSL VPN?

11. It will then ask if you are logging in to SonicWALL SRA SSL VPN. You will then need to click on

Approve with the green check mark.

Are you logging in to SonicWALL SRA
SSL VPN?

211 PM

jonathan.constant

Approve

12. Once logged in you will see this screen.

M NetExtender - X
SONICWALL | NetExtender
User: Connected: 0 Days 00:00:07

Server: vpn.Domain

Client IP:  192.168.96.29
Sent: 51.21KB
Received: 49.07 KB

Throughput: 13.71 KB/Sec

x Disconnect
2 +~ 0 + ® 2017 SonicWall Inc.
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13. At this point you are connected to the Glastonbury network as if you were in town hall. You can
use your laptop like you would at work or continue to the next step and connect remotely to
your desktop PC.

14. Launch remote desktop connection by clicking on the start button and typing in remote. Once
it appears click on the program to start it.

~ Remote Desktop Connection
" ppp

15. Type in the name of your PC (see below on how to find your computer name) and click on Show
Options.

&% Remote Desktop Connection — X

!‘J Remote Desktop
»*) Connection

O B [1710013612.domain
Username: None specified

You will be asked for credentials when you connect.

(>  Show Options c Help
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16. Type in your user name using first.last@domain and click connect.

& Remote Desktop Connection = X

| Remote Desktop
~>¢) Connection

General Display Local Resources Experience Advanced

Logon settings
&. Enter the name of the remote computer.
sy‘
%Y 710013612 domain v]

Q User name: |Username.domain |

You will be asked for credentials when you connect.

[] Allow me to save credentials
Connection settings
Save the cument connection settings to an RDP file or open a
l saved connection.
' Save Save As... Open...

(~) Hide Options | Connect I Help }

17. Once connected to your PC you can use it as you would normally.
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Troubleshooting Steps

If you find that you are having trouble staying connected to the VPN try these self-help fixes.

1. If you are connected wirelessly try connecting via cable from your device to your router / cable
modem

2. Try unplugging your cable modem and or router for 5 minutes to reset both devices.

3. If you have a cell phone with hot spot capability, try connecting to the internet through the hot
spot to see if that alleviates the problems. If you find it works fine using your hotspot then you
might want to Call your ISP to have them check the connection to your house and or inside
wiring to your modem.

It is helpful to understand that a VPN connection is not like a regular Internet connection. Most stuff
done on the Internet is not very time sensitive. When you do search it comes back when it is ready. If
you watch a movie it will buffer part of the movie in advance before it starts so that it always has some
in the buffer. VPN does not have a buffer. Any momentary disconnects will tend to break the
connection. We have found minor cable problems at home or traps left on circuits from previous
owners have kept the circuits from working properly and never get discovered until we start using VPN
at the house. Your Service provider would be the one that would have to test their system to see if
there is a problem.
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Finding your computer name for Remote Desktop

1. Onvyour PC lick on Windows File Explorer.

L Type here to search

2. Right click on the My Computer icon in the left pane of the window.

> @ OneDrive
> & This PC

> g Network

3. Click on Properties.

> B ThisPC L

. Wy 313GB
> ¥ Netwo
Manage DVDRV
Pin to Start
Map network drive... v Network loca
Open in new window
Pin to Quick access ! w (\\itsen
Disconnect network drive... I
sdrive (
Add a network location —
Q 1.

Delete <18
Rename

P |

14 items Properties i |

4. The Full computer name is what you will input in Remote Desktop Connection to connect to
your PC.

omain, and workgroup settings

Computer name: IT10013612
Full computer name: IT10013612.domain @
Computer description:

Domain: domain




